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SECURITY ISSUES IN WIRELESS SENSOR NETWORKS FOR ENVIRONMENTAL
MONITORING
VIDES PARRAUDZIBAS PAREDZETO BEZVADU SENSORU TIKLU DROSIBAS PROBLEMAS
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The use of wireless sensor networks for environmental
monitoring demands that their functioning is fully secured.
This paper discloses aspects for securing sensor networks
within five use cases of European Union Seventh
Framework Programme project - “ProSense”. Security
threats are examined from four aspects: privacy,
authentication, confidentiality and continuity. Every use
case is examined on specific security issues and for each
use case own ways of overcoming possible problems are
proposed. The paper describes practical realization of
secure data communication on the SunSPOT hardware
platform using lightweight elliptic curve cryptography
(ECC) ciphers suite. Finally results of practical testing and
influence of secure data communication usage on low-
processing sensor nodes are represented. Tests examine
wireless sensors’ communication delay at initialization
phase and during usual message sending in secured and
plain transmission modes. Also energy consumptions are
compared in secured data transmission mode and plain
data communication mode.

Introduction

Developers of the wireless sensors networks for
environmental monitoring are confronted with a
lot of tasks to solve: choosing hardware,
communication protocols, high level application
programming and others. And after completing
all of mentioned steps there is still a work to do
for making the network be applicable in real life.
Despite the fact that network is working perfectly
in ideal laboratory conditions it might be not
ready for harsh real life, that is full with natural
and even intentional threats. Therefore wireless
sensor networks should be resistant to external
influences, especially when this networks are
used for environmental monitoring, that is gained
data might be important or vital. Some of the
applications might involve private data sending
over the network. In this case it is important that
this data cannot be seen by unauthorized persons.
As appears from the above, wireless sensor
network should be secured and security issues
must be taken into consideration at the beginning
of network development.

This papers points out primary security issues
for wireless sensor networks intended for
environmental monitoring. Since the research
was carried out in the limits of EU “Seventh
Framework Programme” (FP7) project named
“ProSense” [2], the paper indicates specific
security issues for every use case of this project
and possible ways of overcoming them.

Significant part of securing wireless network
is secure data communications establishment.
That will allow overcoming most of security
problems. Since the hardware platform is
predefined, the task was to determine the scope
of available “SunSPOT” [3] hardware platform
and realizing secure data communication
according to security requirements. The chapter
Current sunSPOT security situation contains
survey of secure data communications on
SunSPOT nodes and possibilities of the secure
data communication protocol — SSL (Secure
Sockets Layer) [4] implementation. Since secure
data communication protocols will increase
communication data overhead and CPU load it is
essential to obtain numerical results of the
influence on environmental monitoring sensor
network’s performance. The chapter
Performance tests contains the results of these
tests and drawn.

Security issues
As it was already mentioned there are many

security threats in wireless sensor networks
intended for environmental monitoring. In this

paper security issues are divided in four
following groups [1]:
— Privacy. Ability to hide personal

information (identity).
— Authentication. Ability to prove personal
identity.



Lapas galveni (header) atstaj neizmantotu

— Confidentiality (encryption). Ability to
protect information from unauthorized
access and change.

— Continuity. Ability to maintain permanent
availability of service.

For better understanding how to deal with
security threats it is important to find out at what
OSlI layers threats are acting.

Since security aspects are defined, it is
possible to determine which of them are most
important for each of five use cases and propose
defense strategies.

Fire detection

Goal - protection in a case of natural or human-
made disasters (specifically forest fires) using
attached smoke and temperature sensors on
sunSPOT nodes in a forest.

Continuity. Since the goal of service in this
use case is to report if dangerous situation (fire)
arises, therefore temperature and smoke detection
nodes must be robust to attacks tended to disable
node ability to operate or communicate.

Proposal:

— Use of node reservation - increase
number of nodes per unit of area.

— Use of protection from physical
attacks — making nodes hardly visible,
safe node’s shell.

— Tuning communication algorithms
(lower OSI layer) to be immune to
popular denial of service attacks.

Authentication. System must be protected
from fake alarms, therefore all nodes must be
able to prove their genuine.

Proposal - use of authentication by digital
signatures (asymmetric data encryption) and
signing every data containing alarm message.

Possible attack types: physical access,
jamming [6], Link Layer attack [5].

Smart building

Goal - automated recognition of people’s location
in buildings for providing advances services.
Synopsis: Every employee has a badge holder
ID with an active tag. When Person X comes at
work, the system notices his presence, the RFID
tag communicates with the RFID reader and the
information about the persons ID and location is
stored in the server. Depending on the time

interval, different information is presented on the
monitor.

Privacy & Encryption. System must be able to
hide personal information (location) at any
moment of time.

Proposal:
— All  data transmissions must be
encrypted.

— Al nodes should periodically transmit
data. To increase complexity of
determining user’s first identification
moment.

— Messages must always be the same size
(no adding zeros at the end!), to make

impossible to distinguish  message
containing  location or  presence
information from any other usual request
message.

Authentication (“Protected room scenario”).
Ability to prove identity with digital signature.

Proposal - use of digital signatures for RFID
devices.

Possible
tampering.

attack types: physical access,

RFID item reminder

Goal - item Reminder allows users to detect
missing items and to ensure that they have
everything they need when leaving a location.
Privacy & Encryption. Ability to hide
information about forgotten items and relation
between item and owner.

Proposal - use of encryption.

Possible attack types:
tampering.

physical access,

Railroad

Goal - monitoring the containers condition and
providing effective and in time prevention
activities. Measuring environmental parameters
(temperature, humidity...), high-level sounds,
vibrations and tilt changes.

Continuity. Similar to fire detection use case,
all nodes must provide permanent and failsafe
operation, therefore nodes must be robust to
attacks tended to disable node ability to operate
or to communicate.

Proposal:

— Use of node reservation -

number of nodes per unit of area.

increase
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— Use of protection from physical attacks —
making nodes hardly visible, safe node’s
shell.

— Tuning communication algorithms to be
immune to popular denial of service
attacks.

Authentication. System must be protected
from fake alarms, therefore all nodes must be
able to prove their genuine.

Proposal - use of digital signatures
(asymmetric data encryption) and signing every
data containing alarm message.

Possible attack types: physical access.

Smart road monitoring

Goal - improving traffic safety by efficient use of
road regulations. Real time road regulations
monitoring and violations reporting using inside
vehicle placed sensors and roadside nodes. Driver
notification of possible rule changes. Creating
infrastructure for future use. Gathering statistical
data for traffic analysis.

No need for special security measures, due to
absence of private and crucial data. Only
informational types of messages are sent. To
increase trustworthiness of statistical information,
when obtaining traffic data, vehicle unique
identifiers could be used. This safety measure
could avoid flooding with false statistical
messages. In case of special functions usage for
service personal, authentication and data
encryption should be used. Possible attack types:
physical access.

Summary

To prevent private information leakage it is
advised to encrypt all data transmissions. All
nodes should periodically transmit data. To
increase complexity of determining user’s first
identification moment. Messages must always be
the same size (no adding zeros at the end!), to
make impossible to distinguish location or
presence information from any other service
request. To prevent message replaying, when
attacker captures packet and retransmits it, nodes
should include counter in every message,
therefore message with same number will be
discarded and would not affect reliability of data.

For encryption and authentication only
“lightweight” algorithm types should be chosen,
due to limited processing power and throughput.

To provide continuity of service it is advised
to use of node reservation - increasing humber of
nodes per unit of area. Use of protection from
physical attacks — making nodes hardly visible,
safe node’s shell. Not only attacker can cause
damage to nodes, but they can be affected by
environment itself. Sensors and circuit boards
should be well protected from moisture. If it is
possible nodes should be enclosed in ready made
shells with certified dust and liquids protection
ratings (>1P65 or >NEMA 4x) [7,8]. To prolong
wireless nodes operation time on batteries all
diagnostic light emitters (e.g. LED) should be
turned off, because their energy consumption is
relatively high comparing to node’s low power
mode. Since nodes usually are placed at hardly
accessible places, they should collect diagnostic
data, to let diagnose problem distantly.

Sensor position should be chosen wisely to
obtain correct data. E.g. temperature sensor
should be protected from direct sun rays,
environmental temperature should be measured
only in shade.

Security threats at OSI model
layers
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Fig.1 Security threat from OSI model aspect
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Figure 1 summarizes security threats from
Open Systems Interconnection (OSI) model
aspect.

Current sunSPOT security situation

The SunSPOT SDK already supports code
authentication using digital signatures. SSL
support for encrypted communication between
several SunSPOT nodes or SunSPOTs and
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Internet server is available as a technology
preview, but is not officially included in the
SunSPOT SDK.

SSL library for the Sun SPOT is based on the
SSL  implementation in  Sun's reference
implementation of Java ME MIDP (the Java ME
profile used for cell phones) but includes several
enhancements:

— support for TLS 1.0,

— support for server-side SSL/TLS,

— support for Elliptic Curve Cryptography
cipher suites (for now, only ECDH-
ECDSA-RC4-SHA and secpl60rl are
supported).

SPOT applications built using this library
have access to new GCFconnection type
"sradiostream™ (this is to radiostream what
HTTPS is to HTTP) for secure stream oriented
communication between two SPOTSs. This uses
ECC ciphers only because running the server side
on a SPOT using RSA would be much slower.

In typical end-user/browser usage, TLS
authentication is unilateral: only the server is
authenticated (the client knows the server's
identity), but not vice versa (the client remains
unauthenticated or anonymous).

TLS also supports the more secure bilateral
connection mode (typically used in enterprise
applications), in which both ends of the
"conversation" can be assured with whom they
are communicating (provided they diligently
scrutinize the identity information in the other
party's certificate). This is known as mutual
authentication. Mutual authentication requires
that the TLS client-side also hold a certificate
(which is not usually the case in the end-
user/browser scenario).

TLS communication establishes in following
steps:

— check communication

supported algorithms,

— choose most secured algorithm,

— exchange keys,

— authentication,

— use of symmetric message encryption
and authentication.

ECC - cryptographic schemes based relying
on scalar multiplication of elliptic curve points.
For elliptic curves, the problem assumed to be
intractable is finding the discrete logarithm of an
element. [9] Key in elliptic curve cryptography
can be shorter, but still offering same security as
RSA. For example, a 160-bit ECC key provides

partner’s

the same level of security as a 1024-bit RSA key,
and a 224-bit ECC key provides the same
security as a 2048-bit RSA key. Smaller keys
mean faster = computation, lower power
consumption, and memory and bandwidth
savings. [10]

Performance tests

After the task of implementing SSL protocol in
given SunSPOT nodes is completed and
transferred data is secured, performance
influence should be measured. Since secure
communication  requires  extra  memory,
processing power and communication overhead,
there is a need to check the level of an impact on
network and node’s performance characteristics.
Knowing requirements of the use cases there is
no need in obtaining precise tests values, main
idea is to check if there exists strong impact on
some performance characteristics or impact can
be neglected in terms of current use cases.

The aim of the first test is to check
communication delays. Even none of current use
cases demands real time communication, very
long communication delays can impact network
stability. To test communication initialization
delay the time from launching application till first
received message was measured in plain and
secured scenarios.  In both scenarios two
SunSPOT nodes were used. One of them was
configured to listen for incoming packets, other
node was initiating communication and sending
messages. The results are as following: in plain
scenario maximal initialization delay was 1
second, in secured scenario maximal delay
increased significantly - up to 8 seconds. Even if
impact is so significant it should not affect
network’s performance, because it is delay of the
initialization, which is performed only at the
beginning of communication session.

Next test is aimed to find communication
delays in normal operating mode, i.e. after
initialization. Given hardware and software tools
don’t have ready made delay measuring
mechanisms, therefore to minimize the time for
obtaining the results, visual delay check was
used. SunSPOT nodes have ready made demo
application for communication testing called
“BouncingBall”. Each SunSPOT node has eight
LEDs in a row, application creates virtual
connection between two SunSPOT LED rows
and after that there is one 16 position virtual row
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for displaying moving virtual ball that is imitated
by blinking LED. The ball is able to “jump” from
one node to another when it reaches last LED in a
physical row. Replacing plain text data transfer
for secure in this ready made demo application
and looking at working application if there is
delays between “jumps” could save a lot of time,
comparing it with own delay measuring
application creation. When maodified application
was launched and the ball was bouncing from
one node to another, no delay could be seen.
Therefore delay is not significant in aspect of
project’s use cases.

Delay test prove that SUnSPOT nodes are able
to use SSL technique in project’s use cases. Test
shows that there is no delay in message transfer
after initialization phase and it means that there is
enough node’s processing power and throughput
of wireless channel to encrypt and send message
data with encryption and hash function overhead.
Still it is unknown how big is increase in node’s
CPU load and message data size. There are no
functions to measure CPU load in SunSPOT
nodes and indirect techniques, like evaluating the
number of active process threads, cannot give
precise results. It is possible to evaluate CPU
load theoretically looking on the algorithms used
in data encryption and hashing. Briefly looking
on RC4 and SHAL [11] algorithms it is clear that
there is no complex and long lasting
mathematical operations, therefore encryption
and hashing would not significantly affect node’s
primary objective realization, still additional tests
are required to prove this statement.

Increase in CPU load due to SSL technique
usage couldn’t be measured directly, but there is
possibility to measure communication data
overhead. It could be done using wireless sniffer,
a program that is able to capture all wireless
transmissions that are sent from SunSPOT nodes.
SunSPOT SDK contains ready made application
for sniffing. Using this program nodes’
transferred data were captured in SSL and plain
communication modes. After capturing data
packets it is possible to see transferred data and
therefore obtain message size. The results of this
test confirm that data encryption using RC4
algorithm adds no overhead and SHA (SHAL -
160 bits) hash produces 20 bytes of overhead.
Overhead is not big in absolute scale (transferring
20 bytes will take less than 1ms). In practice
wireless sensors send small data amounts and
effective data size is comparable with overhead,
therefore efficiency of data transfer will be only

half from maximal. To increase efficiency data
could be buffered and sent by big blocks using all
available packet size (~2K bytes at most). In this
case efficiency could be >99%.

Battery consumption comparison
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Fig.2 Wireless node battery consumption
comparison in secured and plain transmission
modes

To test the influence of increase in CPU load
and sent data overhead, battery consumption was
measured in SSL and plain text transmission
modes. SUunSPOT SDK contain tools to measure
battery voltage, therefore it is possible to
determine if there is increase in energy
consumption between two above mentioned
modes. Figure 2 shows that in SSL mode voltage
drop is bigger than without encryption for 48%.
For the test same nodes were used, both modes
testing started at full battery and were performed
for 2500 seconds.

Each second 20 bytes of actual data were sent.
In SSL mode total packet size was 45 bytes, due
to overhead. As it could be seen, SSL usage
increases node battery consumption, main
reasons for that are sent data overhead and
increase in CPU load for encrypting and hashing
of the data. It should be mentioned that this test
cannot be perfectly accurate, because voltage
drop is not linear, but it prove that there is
noticeable increase in energy consumption.
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Bliznuks D. Vides parraudzibas paredzeto bezvadu
sensoru tiklu drosibas problémas

Bezvadu sensoru tiklu izmantosana vides parraudzibai
prasa pilnigo aizsardzibu. Raksts atspogujo tikla
drosibas  pasakumus ES , Seventh Framework
Programme” ProSense projekta piecu pielietojumu
ietvaros. Drosibas problémas ir apskatitas no cetram
pozicijam: privatums, autentificesana,
konfidencialitate ~ un  nepartrauktiba.  Katram
pielietojumam tiek aprakstitas to specifiskas drostbas
problémas un to parvaréSanas iespéjas. Raksta tiek
atspogujota droSas bezvadu komunikacijas praktiska
realizacija uz SunSPOT platformas izmantojot mezgla
resursu nepieticigu eliptisko Ilitknu kriptografijas Sifru
komplektu. Nobeiguma ir paradditi tikla testéSanas
rezultati, ka arl droSas datu parraides mehdanisma
ietekme uz izmantotiem mazas skaitloSanas jaudas
sensoru funkcionaliem parametriem. Testi apskata
bezvadu sensoru komunikdcijas aizkavi inicializacijas
fazé un normala darbiba, drosa un atvérta parraides
rezima. Ka ari energijas patérins tika salidzinats
drosa datu parraides rezima un nesifreta teksta
siatisanas gadijuma.

bamznwk 1.  IIpoGuaembl  0Oe30macHOCTHM B
0ecrpoBOTHBIX CEHCOPHBIX CeTsIX,
NpeaHA3HAYEHHBIX JJIsl CIeKeHHs 32 OKpYKaromei
cpenoii

Hcnonvzosanue becnpo8oOHbIX CeHCOPHBIX cemell Ois
CaediCenUsl 34 OKpYJicaruell cpedou mpedyem NnoaHOU
VBEPEHHOCMU 6 HAOEHCHOCMU NOJYYEHHbIX OAHHBIX.
Hannas cmamova onucvieaem cnocodwvl obecneuenus
besonachocmu  cemu 8 NAMU  NPAKMUYECKUX
NPpUMEHEHUAX pedaru308aHHbIX 8 paMKAX npoexma
ProSense  Eeponetickoti  npoepammul ,,Seventh
Framework Programme”. Ilpobremvr 6e3onacrhocmu
pPACCMOmMpPEHbl ¢ MOYKU  3PeHUsl Yemblpex dCneKmos:

npUEaAmHOCMy, aymenmupuxayus,
KoHpuOenyuanoHocms — u  besomxasnocms.  bviiu
uccie008amvl cneyughuueckue npobnemul

bezonacnocmu  Osl  Kajico020 U3 NPUMEHEHUll U
VKA3aHbl nymu npeodoienuss dmux npooiem. B
cmamve  ONUCLIBACMCS. NPAKMUYECKAs Peanu3ayus
bezonacHoll nepedauu OAHHBIX, PeaIU308AHHAS HA
anemenmuoui 6ase «SunSPOT» ¢ ucnonv3osanuem
Hempeh08AMeNbHO20 K Pecypcam KOMIIEKMa wudpos
Ha Oaze snnunmuyeckux Kpuevlx. Taxoce ompagicenvl
pe3yibmamul nPAKMUYECKUX UCRbIManull 6e30nacHoul
nepeoayu OAHHLIX U ee GIUAHUA HA YHKYUOHATbHbIE
Xapaxmepucmuxu cencopos c manot
BbIYUCIUMENbHOU  MOWHOCMbl0. B mecmax  OvLiu
OYEHEHbl 3A0epiCcKU  KOMMYHUKAYUU HA dmane
UHUYUAnU3ayUU U 0OLIYHOM OOMeHe OaHHbIMU, 8
3AUUWEHHOM U OMKDLIMOM — PENCUMAX  NOCHUIKU
OQHHDBIX.
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